
Bot Land Privacy Policy 
This Privacy Policy was last updated on August 16th, 2019. 
 
Privacy is something we take very seriously here at Xtonomous LLC ("XTONOMOUS"), and it is 
our goal to be open and transparent with what information we collect, and how we use it. This 
website, products, mobile applications, console or PC applications, and any services 
(collectively "Services") linked by this Privacy Policy ("Policy") are controlled by XTONOMOUS 
and its affiliates ("we", "our", or "we"). 
 
This Policy will explain what information we collect, why we collect it, and how we use it. 
Additionally, this Policy explains the choices we offer, including how to access and update your 
information. 
 
If you have any questions about this Policy, please contact us at: support@bot.land. 
 
By using the Services, you are consenting to this Policy and the processing of your data, 
including your personal information, in the manner provided in this Policy. If you do not agree 
with these terms, please do not use the Services. 
 
Information we collect  
We collect information to provide better Services to our users and improve our business. 
 
We collect information in two ways: 
1. Information you give us or information provided through a social network. 
For example, some of our services require you to sign up for an account, provide information for 
a contest or award, or link an account through a social network. We work with social networks 
including, but not limited to Facebook, Twitter, Google Plus, and LinkedIn. We have access to 
information you directly provide and information through those social networking services based 
on your privacy settings on those networks. 
 
2. Information we get from your use of our Services. 
We may collect information about the Services that you use and how you use them, like when 
you visit different parts of our site or applications and what selections you make on the Services. 
We may also automatically collect certain technical information such as: 
 
a) Device information 
We may collect device-specific information (such as your hardware model, operating system 
version, unique device identifiers, and mobile information if you use a mobile device to access 
the Services). 
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For example, a device ID or token (depending on the platform) is collected if you opt in to mobile 
notifications. 
 
b) Personal Information 
We collect the following personal information when you use our Services: 

1. Email address 
2. Username 
3. Password 

 
c) Log information 
When you use our Services or view content provided by us, we may automatically collect and 
store certain information in server logs. This information may include:  

1. Details of how you used our service, such as your navigation paths and search 
queries. 

2. Cookies that may uniquely identify your browser, mobile device, or your account. 
3. Browser type, operating system, and other technical information 

 
3. How we use information we collect 
We use the information we collect from all of our Services to provide, maintain, protect and 
improve our Services, to develop new Services and offerings and to protect us and our users. 
 
When you contact us, we may keep a record of your communication as well as the other 
information in this Privacy Policy to help solve any issues you might be facing. We may use your 
email address to inform you about our services, such as letting you know about upcoming 
changes or improvements. 
 
Please keep in mind that comments sections, forums, and other similar areas of our Services 
are public. Any information posted in those areas is viewable and usable by anyone that has 
access. 
 
We will ask for your consent before using information for a purpose other than those that are set 
out in this Privacy Policy. 
 
4. Third Party Operators and Services  
Our Privacy Policy does not apply to services offered by other companies or individuals, 
including products or sites that may be displayed to you on the Services. We also do not control 
the privacy policies and your privacy settings on third-party sites, including social networks. 
 
For further information, please see the relevant privacy policies for each Third Party Operator: 

● Amazon Web Services1 - the Services use Amazon to host the infrastructure (e.g. 
computing resources, databases, etc.). Amazon allows for the collection of access logs 
which may be enabled from time to time. This information can include your IP address. 



The purpose of collecting your IP address is to protect against denial-of-service attacks 
and is not stored in the application database at any time. 

● Google 
○ Google Fonts2 - the Services make use of Google Fonts 
○ Google Analytics3 - the Services use Google Analytics to collect aggregate 

information on session length, traffic sources, and user behavior patterns within 
the game. Ad personalization is not enabled, and IP addresses are anonymized. 

 
5. Choice 
If we provide you with any mailings or other communication, you can always opt out of that 
communication. 
 
6. Accessing and updating your personal information 
You have the right to retrieve, update, and remove your personal information from our 
databases. To do this for Bot Land specifically, simply log in and access the appropriate 
selection from the Settings menu. If you have any problems or questions, please let us know by 
contacting us here (support@bot.land) and we will assist you with the process. If the question 
pertains to personal information, then you must be emailing from the address that we have on 
file (for example, asking to delete a particular account will not be executed if it cannot be verified 
that you own the account in question), that way we can verify your identity before acting on the 
request. 
 
We do not allow changing or removing information in cases of legitimate business or legal 
purposes. For example, if your account is banned from the Services, we will still process your 
account deletion, but we may retain your email address to prevent future registrations. 
 
7. Information we share  
We do not share personal information with companies, outside organizations, or individuals 
unless one of the following circumstances apply: 

A. With your consent  
We will share personal information with companies, outside organizations or individuals 
if we have your consent to do so. 
 
B. For external processing  
We provide personal information to our affiliates or other trusted businesses or persons 
to process it for us, based on our instructions and in compliance with our Privacy Policy 
and any other appropriate confidentiality and security measures. 
 
Bot Land services are hosted on Amazon Web Services (“AWS”)1. 
 
C. For legal reasons  
We will share personal information with companies, outside organizations, or individuals 
if we have a good-faith belief that access, use, preservation or disclosure of the 
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information is reasonably necessary to meet any applicable law, regulation, legal 
process or enforceable governmental request, detect, prevent, or otherwise address 
fraud, security or technical issues or protect against harm to the rights, property or safety 
of our users or the public as required or permitted by law. 
 
D. In case of a sale or asset transfer 
If we become involved in a merger, acquisition or other transaction involving the sale of 
some or all of our assets, user information, including personal information collected from 
you through your use of our Services, could be included in the transferred assets. 
Should such an event occur, we will use reasonable means to notify you, either through 
email and/or a prominent notice on the Services. 
 
E. In aggregated form for business purposes 
We may share aggregated, non-personally identifiable information publicly and with our 
partners such as businesses we have a relationship with, advertisers or connected sites. 
For example, we may share information to show trends about the general use of our 
services. 

 
8. Information security 
We work hard to protect our users from unauthorized access to or unauthorized alteration, 
disclosure or destruction of information we hold. However no website or storage system is 
entirely secure, and as such we can make no guarantee for the safety of your information stored 
in associated with the Services. You should protect the account information in your possession 
as well. 
 
9. Enforcement 
We regularly review our compliance with our Privacy Policy. When we receive formal written 
complaints, we will contact the person who made the complaint to follow up. 
 
10. Children Under 13 
Our Services are not directed toward children under 13 and we will not knowingly collect 
information for any child under the age of 13. If you are the parent of a child under the age of 13 
and have a concern regarding your child’s information on our Services, please contact us at 
support@bot.land. 
 
11. Our Services are Located in the United States 
Our Services are hosted in the United States. If you are outside of the United States, your 
information will be processed and stored in the United States and you are consenting to such 
processing and storage. 
 
12. General Data Protection Regulation (“GDPR”) 
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We strive to make the Services GDPR-compliant. As such, most actions around personal 
information (updating, retrieval, and deletion) can be performed directly in Bot Land via the 
Settings menu. 
 
Database backups are taken regularly and automatically. Backups are retained for 28 days. 
These backups may contain your personal information that could since have been updated or 
removed. In these cases, care will be taken to re-apply any deletions or changes to the 
database when restoring from a backup. 
 
Bot Land uses cookies (and/or similar technologies like HTML5 localStorage) to keep you 
logged in. You can opt into this by choosing "Keep me logged in". After opting in, you can opt 
out at any time by logging out. 
 
13. Changes  
Our Privacy Policy may change from time to time. We will post any Policy changes on this page 
and, if the changes are significant, we will provide a more prominent notice (including, for 
certain Services, email notification of privacy policy changes). 
 
Changelog: 
August 16, 2019: update support email to be support@bot.land. 
August 2, 2016: created initial policy for pre-Beta and Beta phases of Bot Land. 
August 9, 2018: reflect GDPR compliance. 
March 1, 2019: mention how login sessions can be persisted with consent. 
May 6, 2019: include an example situation of when your device information is used. 
June 18th, 2019: include information about Google Analytics usage. Clarify Amazon Web 
Services usage. Clarify how to opt out of “keep me logged in”. 
 

Referenced links: 
1 Amazon Web Services privacy policy: https://aws.amazon.com/privacy/  
2 Google Fonts privacy FAQ: 
https://developers.google.com/fonts/faq#what_does_using_the_google_fonts_api_mean_for_th
e_privacy_of_my_users  
3 How Google uses information from sites or apps that use their services: 
https://policies.google.com/technologies/partner-sites 
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